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INCREASED EXPOSURE/

LARGER ATTACK SURFACE
many under resourced service providers . o z:
poor cm/patch management e 1:
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hundreds of RAS R 8
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" FAT 0S

- millions of lines of code
« very complex

- requires constant cm/patch mgmt
- large attack surface

Thick OS

LIMITED EXPOSURE/
DECREASED ATTACK SURFACE
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. an - am improved cm/patch management
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General Goncepts Next Generation
[Secure, Net-Bootahle) 05
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one Monolithic
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Lots of Code) Machines Configurable OS
Examples: (Network Bootable)
Examples: MS sVMwarI(_e_on Examples:
Windows, Linux, ecure Linux MinWin
Apple OS, etc. ~32 MB
~4 GB

Now Current Alternatives Future OS




Defense IT Infrastructure Library

Mission

Defense ITIL will accelerate the ability of the
DoD to deliver IT services in a more effective,
efficient and secure manner by standardizing
and continuously improving IT service
management processes

Customer Impact

» Synchronizes disparate ITIL efforts and
standardizes IT services and IT Service
Management (ITSM) across the Department

* Provides a common lexicon to describe and
categorize IT infrastructure services and
processes

» Establishes process business rules and
common processes to improve efficiency and
effectiveness

« Ultimately makes the user experience more
consistent throughout the DoD

Goals

* Institutionalize a common language to capture
and analyze information about IT processes
and resources

 Standardize service delivery processes across
the enterprise

Deliverables

- Service Catalog Version 1 (Signed Apr 2010)

« Service Operation Process Guidance (Signed
Apr 2010)

« Service Design Process Guidance (Currently
in Final Adjudication)

« Service Transition Process Guidance (July
2010)

» Service Strategy Process Guidance (TBD)

» Continual Service Improvement Process
Guidance (TBD)

» Service Catalog Version 2 (TBD)




The Defense ITIL Service Catalog shall be used as a:

« Common lexicon to describe and categorize IT Infrastructure
Services By Service Providers and consumers throughout the

department

« Use throughout the Department to budget and plan for IT services

XITIL |

SERVICE CATALOG

..............

Establishes six service categories and
definitions for each ITSM service:

1.

S o

Information Transport
Network Distribution
Computing Services
Application Services
Network Management
Information Assurance
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Defense ITIL Process Guidance is leveraging other efforts throughout the DoD
to develop processes at the appropriate level starting with the A-level

e Best Practices (ITIL v3)
e DoD policy & guidance

e High-level processes

e Detailed processes

e Tactics, Techniques and Procedures (TTP)
e Quality Records (forms/test plans, etc.)

Process Documentation Levels

Service Operations Service Design Service Transition Service Strategy Continual Service Improvement

e Transition Planning
& Support

e Service Asset and
Configuration Mgmt

e Release & Deployment Mg

e Service Validation & Testing

e Service Catalog Mgmt
e Service Level Mgmt

e Event Mgmt
e Incident Mgmt
e Request Fulfillment
e Problem Mgmt
e Access Mgmt

e Capacity Mgmt o Financial Mgmt
o Availability Mgmt

e IT Service Continuity
Mgmt

e Info Security Mgmt

e 7-Step Improvement

e Service Portfolio Process

Mgmt

e Service Measuring
e Service Reporting

e Evaluation e Demand Mgmt

e Knowledge Mgmt

e Supplier Mgmt




Standard Request

Request Change

from HR/ COR Fulfillment Management
vy v
1.0 Request
Access
Change
No—p|
Approved RFC?2 Management

Yes
v

3.0 Verify Identity

:

4.0 Validate
Access Approval

|

5.0 Provide/
Remove or
Restrict Rights

6.0 Monitor and
Track Access

>
<

A

Request
Fulfillment

End

DoD Levels

Enterprise

ITSM Governance
Body

EGB

Process
Owner

DoD CIO

10

Process
Manager

N/A

Component

Component CIO

Component
CIO

Component
NOSC

Theatre/Region

N/A

IT Service

IT Service

. B -
Installation N/A IT Service IT Service
GIG User Access - NIPRNET
Trigger > Process > Output >
/ ¢ /
. . .
—— = o q . .
25 g|ses : ;
S o cllgge Generate Orders ' !
T 85285 andlor Visit H H
8 T 5lls 29 Request : :
=2 3|8s% . ]
Ox o|P= ' '
h ' '
. . .
v v v
. . .
. .
1.1 Ensure All : R User :
Required . eceives M
= S 2 frrive at v | Appropriate | +
2 Trainingare | | Re"sz‘g“[”:\iggss Engages CAC 3 »| Temporary |
> Current q [ or '
(Qualification) H PeArmanem H
[] ccess [
' ' '
. . .
. . .
> . . .
c O H H H
g3 : . :
< 2 . Chany ]
= = ge 2.1 standard /
T ] N Monitor and .
= %; : Management Approved RFC?, Track Aceess :
£ o [ (Ongoing) '
o2 H H
) ' v '
5% | : :
a5
= : Yes : :
' ' '
. . .
. . .
' ' '
E‘ [ [ [
S H Standard H H
© ' Building H H
Llé H Access H 1
H Process . '
g€ : ' :
=3 1 1 :
< 8 ' ' ]
0 ) H . .
20 ! 4.0 Validate 5.1 Provide/ : :
= Notify User ) o ; (Permanent or Remove or
3 + | Building Access f«-No—(hysical Bulding™, oo | - 30Verify || “remporary) [ Restrict Rights [-»{ 5.2 0eer AloMed ' '
= : Denied ccess Granted? entity Access (Permanem or [0 Engage : :
= . Approval Temporary) . .
> ' ' '
. . .
. . .
' ' '




Active Directory Optimization
Architecture

Goal: Transform the DOD’s Active Directory infrastructure to enable the implementation of a joint IT
environment in which ITSM services and IT resources can be securely shared amongst components.

Near Term/Long Term Solutions

90 Day Solution

18 Month Solution

AD Optimization Capability Requirements

Global Logon: Establish ability for any
authorized user to login to any authorized
workstation (in any DOD active directory forest)

DoD Visitor

DoD Visitor

Interim AD Directory Services: Establish ability
of users in different forests to see/find each other
in Microsoft Outlook, OWA and Blackberry email

Contact object sharing
using MS ldentity
Lifecycle Management

Enterprise Directory
Service

clients (ILM) Servers (BISA/DMDC)
AD .Dependent Resource Sharlnq: Establish Active Directory » Enterprise Attribute
ability for users to share existing AD dependent : :

Federation Servers Service

resources (e.g. SharePoint) without the use of
AD trusts between forests

(ADFS)

(DISA/DMDC)

Enterprise Infrastructure for Shared AD
Dependent Resources: Establish enterprise
level AD Infrastructure which can be shared by
multiple AD dependent resources and securely
accessed by users from different AD Forests

Initial Enterprise Support
Forest

Web Based MS Office

Enterprise Support
Forest with Multiple
Resource Groups

Web Based
Applications

Secure the AD Infrastructure: Enable our AD
Infrastructure to last more than 24 hours of attack
before a minimally resourced attacker can cripple
the NIPRNET.

Per the AD Optimization
Architecture

Per the AD
Optimization
Architecture
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) Active Directory
ghd); 90 Day Capahility Drops

Global Logon: Establish ability for any authorized user to
login to any authorized workstation (in any DOD active

directory forest) A
v Capability Engineering Plan (v1) completed (12 APR)

v’ Lab testing in USAF & Army labs completed (26-30 APR)

O Initial Implementation “Go-Live” fin PACOM (xx MAY) A
Battle Rhythm: Weekly meetings with NSA, STRATCOM, Fost 8

DISA & Other 1A SMEs; Bi-Weekly POM Focus Team Mtgs

AD Dependent Resource Sharing: Establish ability for users _ ~

to share existing AD dependent resources (e.g. SharePoint) F',?gcit;tg, [ Z A

without the use of AD trusts between forests _ﬂ"g‘,’l‘SE

v Capability Engineering Plan (v1) completed (12 APR) eé”é\és @

v Lab testing in USAF & Army labs completed (26-30 APR) S ,;ih P\,«\i\f‘;
P o

O Initial Implementation “Go-Live” fin PACOM (xx MAY)
Battle Rhythm: Weekly meetings with NSA, STRATCOM,
DISA & Other IA SMEs; Bi-Weekly POM Focus Team Mtgs

1
| 1. Getjpolicy Windows
! | T Identity
| 6. AuthN/AuthZ (Q‘Ialms Foundatith
| 7. Grant/deny access
’ v

App Business -~

Interim AD Directory Services: Establish ability of users in i e s o forets based om ol
different forests to see/find each other in Microsoft Outlook,
OWA and Blackberry email clients

v Capability Engineering Plan (v1) completed (12 APR)
v’ Lab testing in USAF & Army labs completed (26-30 APR)
Q Initial Implementation “Go-Live” fin PACOM (xx MAY)

Battle Rhythm: Weekly meetings with NSA, STRATCOM,
DISA & Other 1A SMEs; Bi-Weekly POM Focus Team Mtgs

Normal home station logon w/PKI Authentication ey DOD visitor logon w/PKI Authentication

= + = » PKIAuthentication & STS Access Control
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= DoD IT Optimization WikKi
https://www.intelink.gov/wiki/IT Infrastructure Optimization

= DoD IT Infrastructure Library (ITIL) SharePoint
https://www.intelink.gov/sites/ditil

= DoD IT Optimization Wiki
https://www.intelink.gov/wiki/DoD Active Directory Optimization v1.0

= DoD AD Optimization Repository
https://www.intelink.gov/inteldocs/browse.php?fFolderld=40765
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https://www.intelink.gov/wiki/DoD_Active_Directory_Optimization_v1.0
https://www.intelink.gov/wiki/DoD_Active_Directory_Optimization_v1.0
https://www.intelink.gov/sites/ditil
https://www.intelink.gov/sites/ditil




S Defense ITIL Process Guidance

 Financial Management 4 Release and Deployment
«  Service Portfolio Management Management
4 Evaluation

« Demand Management

« Service Catalogue Management

« Service Level Management

« Capacity Management

« Availability Management

« |IT Service Continuity Management
» Information Security Management
« Supplier Management

« Transition Planning and Support

« Change Management

« Service Asset and Configuration
Management

« Service Validation and Testing

4 Knowledge Management

4 Event Management
4 Incident Management
4 Request Fulfillment
4 Problem Management

4 Access Management

4 7-Step Improvement Process
4 Service Measurement
4 Service Reporting

17
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Collaboration

* Intellipedia Wiki page for the
current version of the
Defense ITIL document is
created

 Contributors may add and
make edits to the wiki page
up until the current version is
pushed to the Adjudication
phase of the life cycle

* Once the documents in
Adjudication, any further
changes to the wiki will not be
included in the final document

*ITIL

DEVELOPMENT APPROACH

" - %
COLLABORATION ADJUDICATION PUBLICATION
k . : s

Adjudication

* During Adjudication,
document will be converted
into .PDF format and posted
to the wiki page for
commenting

« Comments may be submitted
via the "discussion tab" on
the wiki page

» The DRAFT Defense ITIL
document and all submitted

comments are reviewed in
this phase

Publication

* After the Defense ITIL
document completes the
adjudication process, a
finalized copy of the
document is posted to
Defense ITIL wiki page

* A new Intellipedia Wiki page
is then created for the next
version of the Defense ITIL
document and the
collaboration process begins
again

18
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Pre-existing Work:
DIEA, GIG 2.0, ITIL, NGE
COM, Army CIO-GBb, etc.

I SNAP-IT
I
|
v
“To-Be” Vision
D(;fr?sdealr'?'?L Theater-Based
. (IT Optimization | |TI Optimization
ITSM Service Reference Plan
Catalog Architecture) ans
Enterprise DOD EA
Service Catalog DOD EITP
DOD BEA

4 )
PPBE Process

g J

"~ )
DAS Process

. J

4 )
Compliance
Processes
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Capability: DoD users will be able to find and securely access needed AD-dependent resources in any DoD AD environment in which they are
authorized.

211212010 4/712010 8/30/2010
ID 90-day Solution Complete ADFS 5/19/2010 5/30/2010  7/1/2010 Complete PACOM ADFS
(ADFS) Eng Plan IATT IATO ATO Federation (FOC)
3/1/2010 4/1/2010 5/1/2010 6/1/2010 1112010 8/ 2010 9/1/2010
21112010 Giset 6/19/2010 9/30/2010
Pending Project Team Review Setup ADFS Testing 6/11/2010  STIG Changes L s -
Lab (Honoluly)  Complete Pilot (10C) Red Team Testing?
Battle Rhythm: Weekly WG meetings Wednesday @ 1800 ‘\
Identity > \
Participants: DISA (PEO-GES), ASD NII, PACOM J6, ALCOM, USARPAC, Provider Cof "t P
PACAF, USFJ, USFK, AFNIC, PACFLT, Joint Staff, NETWARCOM, NSA, ialibihd \‘ N
STRATCOM, MCNOSC, SAF/XC, Army G6, DoN CIO, Microsoft «\,L@é\“‘%
W o
Challenges: Must be linked to Defense ITIL Access Management Process Guidance 5. & O.'

] 1. Get.lpolicy
| 6. AuthN/AuthZ (EClaims) =

- k- Foundation = =
| 7. Grant/deny L Sl Abp Business |
Logic

Prerequisites/DependenciesDISA DoD Visitor, Defense ITIL and POM Focus Team

)
1 ‘\
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Across Forests
i ,f
\ ]
Identity ‘\ ,"
Provider \ ! Y
iant STS \ | FS 2.0 STS
et} !
IR
O I
«\7’6%\6 S :
WP
QG\ I :
R
’ \ Windows

1. Get,l'policy 1
] 1. |dentity
6. Aut,h N/AuthZ ((‘\‘,;Ialms S TED
7. Grant/deny access “App Business |1 g”
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’ \ ogic
I \

NEAR TERM SOLUTION
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Capability: A DoD user away from their home station AD (a traveling user) will be able to assert their credentials and be provisioned into the local AD
(network) as a DoD Visitor once authorized access to a DoD facility and to an end-user device already connected to the wide area network at that facility
has been granted.

2/15/2010 4/9/2010 6/1/2010  g10/2010 9/22/2010
Defense ITIL Testing SAAR ATO 9/1/2010  poD Visitor

iAccess Process 4/25/2010 Received 6/ 262:92810 STIG |Installs Complete

PACOM Testing In PACOM
3/1/2010 4/1/2010 5/1/2010 6/1/2010 71112010 1/2010 9/1/2010 10/1/2010
4/15/2010 5/13/2010 6/15/2010 7/23/2010
Pending Project Team Review IATT Data At Best IA Reciprocity CONOPS/User Guide
Encryption
Battle Rhythm: Weekly WG meetings Tuesday @ 1800 m»-w-—m-;ﬂgsz-:'mm:c'-m
Participants: DISA (PEO-GES), ASD NIl, PACOM J6, ALCOM, USARPAC, A

PACAF, USFJ, USFK, AFNIC, PACFLT, Joint Staff, NETWARCOM, NSA,
STRATCOM, MCNOSC, SAF/XC, Army G6, DoN CIO

Challenges: Must be linked to Defense ITIL Access Management Process Guidance

Prerequisites/DependenciesDISA DoD Visitor, Defense ITIL and POM Focus Team

Normal home station logon w/PKI Authentication gy DOD visitor logon w/PKI Authentication

== + == 3 PKlAuthentication & STS Access Control
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AD Optimization Goal: Transform the DOD’s Active Directory infrastructure to enable the implementation of a
joint IT environment in which ITSM services and IT resources can be securely shared amongst components.

GIG 2.0 Capability (In Simple Language): Any DOD User can go anywhere in DOD, login to any authorized
device and get access to the people, information and services needed to be productive & do their job.

.......

Notional consolidation. Each component will
determine final number of forests based on design
criteria (Documented in AD Architecture)

Normal home station logon w/PKI Authentication gy DOD visitor logon w/PKI Authentication

we « == P PKIlAuthentication & STS Access Confrol
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Capability: A DoD user provisioned in one AD will be able to securely retrieve the contact information of DoD users provisioned in other ADs using
their client E-mail GAL, their web-based E-mail (e.g. OWA), or their DoD Blackberry or other authorized portable device. A low cost, immediately
deliverable interim solution pending availability of an Enterprise Directory Services/enhanced JEDS.
2/12/2010 4/15/2010 8/30/2010
ID 90-day Solution Complete ILM  5/7/2010 6/4/2010 71912010 FOC
(ILM/FIM) Eng Plan IATT IATO ATO PACOM-wide GAL Synch
I
! I I ! I I I
3/1/2010 4/1/2010 5112010 6/1/2010 71112010 8/1/2010 9/1/2010
2/1/2010 9/30/2010
6/18/2010
Pending Project Team Review , 411712010 ) I0C
ID Interim Hub Hosting Plan USFJ HQ/OneNet/PACAF
GAL Synch

Battle Rhythm: Weekly WG meetings Thursday @ 1800

PACAF, USFJ, USFK, AFNIC, PACFLT, Joint Staff, NETWARCOM, NSA,

Participants: DISA (PEO-GES), ASD NIl, PACOM J6, ALCOM, USARPAC, ! g
STRATCOM, MCNOSC, SAF/XC, Army G6, DoN CIO, Microsoft

Challenges: Must be linked to Defense ITIL Access Management Process Guidance ‘_w

Prerequisites/DependenciesDISA DoD Visitor, Defense ITIL and POM Focus Team

- pp
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Active Directory Directory Services

NEAR TERM SOLUTION

Contact Object Sharing

e Contact Objoctsm——ip>

@— USAF Contact Obj

Notional Description: Actual implementation may vary. Army
and USAF may share single ILM instantiation and then eithe
share contact objects or add USMC and others. ACCOUNTABLE Contract
DATA SOURCES Personnel
‘ Clvilian DoD
Persaonnel Assoclates

Military

Users
Personnel

Human Resources and Manpower

DATA DEERS Data Centralizing & Directory Services

JAIA

WHOLESALER

RERNE WL DEERS/DMDC
N—

Secured and
Non-Secured Networks

LONG TERM SOLUTION - oy e

ACCOUNT FORREST

j‘4‘4‘4

Component Component Unique

User Forrest Crvilian Pes el

uu-: ‘Eor’mw- /\ oo Kty ﬂ ivilian Personny i
» Repository X S

M

ERF

25



nenendent Resources

will be able to create, edit, and store files within this enterprise shared environment.

Py
\
\Un X
<

Capability: A DoD user will be able to securely access shared, enterprise, web-based office automation solutions to which they are authorized. The user

3/22/2010
3/5/2010 M CAP Approval 4/15/2010 5/1/2010
Scope Approved Load & Config Software  Begin Integration & Test
3/17/2010 3/31/2010 4/29/2010 6/1/2010

Final Approval | OE's I|ve in RACE Complete STIG Begin CIO Integration

6/15/2010
Begin VOffice Demo

|

Challenges: Need to more fully develop CONOPS for FOC and enterprise scaling

NIPRNET or
SIPRNET

Prerequisites/DependenciesDISA RACE

4/1/2010 6/1/2010
3/5/2010 3/18/2010 clo C:l‘llféi(t):’?annin 4/30/2010 6/15/2010
Funding Approval 9 IATT Approved
3/12/2010 3/26/2010 4/22/2010 ~ 5/15/2010
Draft Solution Complete  Obtain Software Users Identified Begin VDrive Integration

Battle Rhythm: Weekly Calls PiSh pECEA DisapEces O e
Participants: DISA CSD, ASD NII, PACOM J6, ALCOM, USARPAC, PACAF, m
USFJ, USFK, AFNIC, PACFLT, Joint Staff, NETWARCOM, NSA, STRATCOM, s“;;":’:;"' Shgrerar
MCNOSC, SAF/XC, Army G6, DoN CIO 3 o s

26




General Goncents
shared Services & Infrastructure

™ g ™
DISA DECC A DISA DECC B
SharePoint a Sha rerntﬂ
Server Server
é:::::f“nxij - | r
=i gy u
a ki 2— "y =

e
T Theme—
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Storage
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Center

SharePoint
}/\) Server
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\_ o7, \C
Applies To

Business Rules NEEEE Mid -term
(2010) (2011/2012)

1. Each Military Department will determine its own appropriate number of AD forests based on the risks and benefits of v
different size forests and the specific resources managed within each.

2. DISA, with the approval of the DoD CIO, will determine the appropriate number of AD forests for all noaMilitary
Department (DoD Fifth Estate) AD forests based on the risks and benefits of different size forests and the specific resaircp
managed within each.

3. COCOM users will be part of a AD User Forest managed by their Executive Agent (Army, Navy, Air Force). Exceptions will v
be made for COCOMs or subsCOCOM elements that cannot be supported by a Service.

4. There will be one logical DoD Enterprise Resource Forest consisting of a small number of physical ERFs for shared Microdoft v
AD-enabled applications (e.g. SharePoint).

5, Components may implement Resource Forests for Componenhique applications and services that are not shared outside ¢f v
the Component environment

6. Each Component must implement the InterComponent Logon solution on all nordeployed, NIPRNET user domains per the v
AD section of the Directory Services STIG

<

7. Each Component must implement the Defense ITIL Access Management Process guidance for physical access of visiting isers
to end-user devices (NIPRNET)
8. Each user must have a Common Access Card (CAC). v
9. Every desktop and laptop must have a CAC reader. v
10. The administrative entity responsible for the userdsispermangntv I o¢a
11. The visited |l ocation is not responsible for the userds |crwedeg | $

12. The Inter-component logon solution will work with AD to provision the visiting user into a visitor account in the local AD v
forest once the user6s CAC has been properly authenticated
13. The visitor account will provide the user with access to a web browser and to local printing capabilities.

14. The visitor account will not provide the user with access to applications/files on the enuder device or applications or filesn v
the visited LAN.
15. Defense ITIL is the authoritative source for ITSM operational best business practices and will be used by all CC/S/A

\

throughout the DoD v
16. Each of the component AD forests must establish televel theaterfocused containers (OUs) aligned to the COCOM AORs.

See Exhibit 11. Notional Component AD Tree Structure.
17. Each of the component AD forests must assign and empower a single FO&Vel DAA v

=)
%‘\‘\\\\\'\'\\\\\\\\
QD




12/4]

' A Business, Technical & Information Assurance Rule

Technical Rules

Near-term (2010)

Applies To
Mid -term (2011/2012)

Active Directory/Windows Server Operating System must be Windows Server 2008 ¢r v
later version.

End-user device Operating System must be compliant with the current FDCC v
Users will authenticate from their Component account forest to the ERF via client

authenticated TLS (PKI). Authentication wholly within a Component AD v v
environment may be done via AD trusts at the discretion of the Component DAA

Component User forests and the ERF must implement TLS Version 1.2 or higher v V4

29




13/4]

Information Assurance Rules

Components must implement minimum/controlled system admin C2 structure

Business, Technical & Information Assurance Rule

Applies To
Near-term (2010)

Mid -term
(2011/2012)

Components must restrict physical access and secure service admin systems, domain controller

systems, & backups g

Components must develop an AD Operations CONOPS, specifically defining NetOps Operations v
and Administrator Oversight

Components must implement a Directory Lockdown Policy consistent with Defense ITIL common v
TTPs

Active Directory Resource Forests must provide identity and access control service to Microsoft
based enterprise applications (such as Exchange and Sharepoint) for all valid DoD and v
partner/affiliate users from any point in the GIG

Active Directory Resource Forests must ensure only properly authenticated users are granted v
access to hosted resources

Components must implement proactive Operational Monitoring of all AD servers and services pel v
STIG guidelines

Components must implement proactive auditing of all AD servers and services (includes incident v
detection & response procedures)

Component AD administrators must carry out regularly scheduled backups of all AD servers and v
services and conduct periodic testing of backups

AD servicelevel administrators must use well defined operational best practices (Change Mgt,
Patch Mgt, Release Mgt, Incident Mgt, Problem Mgt, Disaster Recovery Planning and v
Execution)

Component AD Forest Administrators must implement an administrative privilege hierarchy v
pyramid consistent with best practices

Components must leverage AD Data Management and Delegation of Administration tools to reduce v
the number of administrators in privileged groups.

AD Managers must implement centralized administration of all domain controllers via a single v
NOC

Components must create an oubf-band network for Service administration (Forest & Domain v
Admins)

Components must minimize and control connections between Servitevel intranets and the v
NIPRNET.

Components must restrict logon locally to service accounts using a separate token specific to the v

service admin group

30
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Information Assurance Rules

Near-term (2010)  Mid -term

Business, Technical & Information Assurance Rule

Applies To

(2011/2012)

Components must only allow service administration group members to modify the membership of v v
service admin groups and Audit & Monitor changes to this group

Components must utilize centrally located, physically secure bastion hosts for remote v v
administration, with access to bastion hosts strictly limited

Component AD system administrators must log on using service administration credentials only v %
when absolutely necessary; alternate accounts used for day to day work

Components must only allow service admin group members to manage workstations used by seryice % %
admins

Components must prepare and annually test foresivide domain-wide recovery plan (to include v v
accidental, malicious, natural disaster, etc)

Components will establish training and certification requirements for AD system administrators v v

Components will ensure that AD system admin str‘/ators I\/everage Mi g
Support proactive and reactive services, as well as available thiglarty enterprise support

Components will develop Standard Configuration Change/Control, Visibility & Support processes v v
for Desktops/Laptops/handhelds and other ABenabled devices

Components must establish a Test Environment to validate approved changes to AD configuratioh
prior to implementation

Components will conduct annual red and blue team assessments on all &babled environments

Components will implement the Defense ITIL Access Management process as the basis for allowing v v
visiting DoD users to access their networks and enaser devices.

Components must adopt the standard, DoD Enterprise |IA Training as the basis for establishing thiat
a user is in compliance with annual IA training (see Defense ITIL Access Management v
Process Guidance)

Components must limit Domain Controller Communications v v

Components must define and exercise processes for DNS zone containment v v

Components must define and exercise processes for CAC compromise v v

Components must implement Encryption of Data at Rest per currenDoD policy v v
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GIG 2.0 Gapahility Gaps Addressed

Goal: Transform the DOD’s Active Directory infrastructure to enable the implementation of a joint IT
environment in which ITSM services and IT resources can be securely shared amongst components.

the NIPRNET.

— Global Common Policies Joint
GIG 2.0 Characteristics Authentication, ... & Standards Infrastructure
Glohba! L(()jqon: Es;[ab_lish ability forr]ar)y | GAl, CP2, CP8 |JI1, JI3
authorized user to login to any authorize
workstation (in any DOD active directory forest) GAZ’ GA3
c Interim AD I_Dwectorv Services: E_stabllsh ability CP2 Ji4
= of users in different forests to see/find each other
o in Microsoft Outlook, OWA and Blackberry email
> clients
o
0; A[?.Dependent Resource Sharinq: Establish CP2, CP3, JI1, JI3,
£ ability for users to share existing AD dependent CP7. CPS8
'_g resources (e.g. SharePoint) without the use of ! ! J|4, JIS
= AD trusts between forests CP9
O .
c I:E)nterpéllsetIlgfrastructuréf;)rb?hslreotl AD_ CP3’ CP7’ \]|:|_, \]|3,
= ependent Resources: Establish enterprise
§ | level AD Infrastructure which can be shared by CP8, Ji4, JI5
= multiple AD dependent resources and securely CP11
g_ accessed by users from different AD Forests
<DE Secure the AD Infrastructure: Enable our AD GAG, GAS8 CP3, J|2, J|5’
Infrastructure to last more than 24 hours of attack
before a minimally resourced attacker can cripple CP14 JI8
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