
UNCLASSIFIED

UNCLASSIFIED

1

IC & DOD Enterprise Joint Standards 

Program and Governance 

Mr. Jim Feagans (ODNI IC-CIO/ICEA)
Chief IC Enterprise Standards and Governance Program 

Manager

XX May 2010



UNCLASSIFIED

UNCLASSIFIED

2

Agenda

• Joint IC/DoD Enterprise Standards 
– Enterprise Standards Challenges

– Governance Structure

– Standards Inclusion Process

– Governing Policy

– Present IC Enterprise Standards Base-Line Status 

• Standards Implementation (IC Profiles Concept and Function)
– Profiles as the Implementer‟s Aid

– Where Profiles Fit

– Accepted Concept Definition

– Standards Linked to Enterprise Elements

– Simple Profile Example

Office of the Chief Information Officer
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IC/DoD Enterprise Standards Challenge

• The IC/DoD Needs :

• Coordinated Enterprise Standards  

Governance Structures 

• Coordinated Enterprise Standards 

Governance Processes

• Coordinated Enterprise Standards 

Governance Policies 

• The IC/DoD Could Not Establish or 

Maintain an Enterprise (IT, Data, or 

Services) Standards Baseline

• These needs Impede:

• Information Sharing

• Interoperability 

• Collaboration

• Effective System Acquisition 

Bottom Line: We must join together to achieve Information Sharing
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Intelligence Community by NIP & MIP

NIP MIP

ODNI

DOJ

FBI NSB

DEA NN

DHS I&A

USCG INT

DOE IN

DOS INR

Treasury OIA

CIA

USAINT

USAFINT

USNINT

USMCINT

DIA

NGA

NSA

NRO DoD

http://www.dni.gov/
http://www.usdoj.gov/
http://www.fbi.gov/
http://www.fbi.gov/hq/nsb/nsb.htm
http://www.usdoj.gov/dea/
http://www.dhs.gov/
http://www.dhs.gov/xabout/structure/gc_1220886590914.shtm
http://www.uscg.mil/
http://www.uscg.mil/top/units/org.asp
http://www.doe.gov/
http://www.energy.gov/nationalsecurity/intelligence_counterterrorism.htm
http://www.state.gov/
http://www.state.gov/s/inr/
http://treasury.gov/
http://treasury.gov/offices/enforcement/oia/
https://www.cia.gov/
http://www.army.mil/
http://www.dami.army.pentagon.mil/
http://www.af.mil/
http://www.hq.af.mil/resources/factsheets/factsheet.asp?id=8013
http://www.navy.mil/
http://www.nmic.navy.mil/
http://www.marines.mil/
http://hqinet001.hqmc.usmc.mil/
http://www.dia.mil/
http://www.nga.mil/
http://www.nsa.gov/
http://www.nro.mil/
http://www.defenselink.mil/
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Overall Governance Structure 

Joint IC/DoD

Standards Secretariat

Technical Working 

Group (TWG)Technical Working 

Group (TWG)Technical Working 

Group (TWG)

National Security Agency

Executive Agent

For ICSR

Defense Information 

Systems Agency (DISA)

Executive Agent 

for DISR 

Red = DoD Elements 

Blue = Joint Elements

Green = IC Elements

Architecture Standards

Review Group (ASRG)

DOD CIO

IT Standards 

Committee (ITSC)

IC Enterprise Standards

Committee

Architecture, Standards

& Engineering 

Committee (ASEC)

IC CIO
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IC Enterprise Standards Committee

Mission: 

Serve as the IC‟s only forum for governing IC enterprise IT standards.  The 
goal is a cohesive and comprehensive baseline of standards and guidance 
defining the IC enterprise architecture work relevant to systems, data, 
services, and capabilities affecting two or more IC organizations.

Membership

– Representative from each of the 16 IC Elements

– Representative from DoD standards management activities

– ODNI representatives (CIO, DCA, SCA, DDNI-A, DDNI-C, BTO, etc)

Responsibilities and Functions: 

– Identify and recommend changes to IC standards policy

– Develop and manage the ICESG practice

– Recommend approval for IT, data, and services standards

– Manage the IC IT, data, and services standards baseline

– Outreach to the IC and external stakeholders 
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Bottom Line: Seize the Opportunity! SMEs participate in the TWGs to see your own CRs 

be adopted by the community as well as others that interest you.

CR Submission and TWG Work

Joint 
Secretariat

TWGs

2

Stakeholders (YOU) 
submit CRs through 
Agencies/ Services

Secretariat 
receives 

& reviews 
CRs

Secretariat 
releases 
CRs to 

appropriate 
TWGs; calls 

to action

TWGs evaluate & 
improve CRs; 

make 
recommendations

Secretariat consolidates 
TWG-recommended CRs 
into proposed Baseline 

Update 
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(SME as an Individual 

working through your…)

(SME getting involved in the TWG)

…Sponsoring 

Organization

ASEC
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FY10 IC/DoD Coordination Goals

• ODNI to include DISR citations in ICSRonline

• DoD to include ICSR citations in DISRonline

• Share DISR/ICSR process, yet exercise separate 

governance processes as necessary (per US Code 

Titles 3, 10, 50)  

• Not impede each other‟s governance process

• Provide accounts/access to both communities

• Synchronize functionality of DISRonline and 

ICSRonline
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Governing Policy

• IC/DoD MOA signed by respective CIOs (12 Jun 2009)

– Joint IC ESC and DoD ITSC Secretariat

– Shared Technical Working Groups (TWG) 

– Coordinated Processes
• Standards baseline management process shared or in parallel

• Standards governance leadership participates in each other’s process

– Shared Processes 
• Change Request / Registry Citation format

• Status and applicability for each group shown in both registries 

• DISR and ICSR are views via “DoD Status” and “IC Status”

– Shared Tools
• Same software with Joint CMB

• DISRonline on NIPRnet and SIPRnet

• ICSRonline on JWICS

• ICS 500-20  Standards compliance policy approved
– Provides IC direction for this structure and process

– Promotes interoperability, compliance, and Information Sharing
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Policy & Guidance

• Detailed policies and guidance for collaborative IC/DoD efforts to establish 

coordinated processes to provide synchronized standards registries 

• Approved, Implemented, Verifiable

Processes

• Structured Processes in place, both IC and DoD, to implement and use 

the established Policies

• Sustainable, repeatable, staffed and ready for use

• Joint TWG Summit – Common repeatable process for the technical review 

of standards inclusion to the Enterprise Standards Base-Line

Registries

• presently1003 citations, not including classified, and counting

• additional 25+ in next Tri-annual Update

Summary of Present Status
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Current Situation

• Effective Standards program implemented, ready to apply 

• Capability implementers are applying standards as part of product 

development, without benefit of knowledge of other‟s similar 

implementations

• Implementers are ensuring compliance to standards but not necessarily  

Interoperability or effective Information Sharing

Questions

• How do Profiles differ from Standards?

• What parts of the enterprise will use Profiles?

• How do Profiles fit into the repository(s)?

• What role do Profiles play in acquisition?

• How do Profiles facilitate interoperability?

Profiles – Implementer‟s Aid

Ensures 

Compliance

Defines

Functional 

Capability
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Where Profiles Fit

• A Profile should contain all needed governance and guidance to implement 

a capability for a particular Business Case

• Defines collection of Standards and Technical Specifications within an 

architectural framework, providing a recipe for the capability

• As mission changes, existing Profiles are modified, saving design time, 

maintaining capability effectiveness while minimizing modifications    

10. Operational Objectives & Policies

9.  Threads and Scenarios

8.  Enterprise Activities and Operations

7. Applications and Content

6.  Frameworks and Content Structure

5.  Applications and Content Enabling Software

4.  Computing and Storage Platforms (HW & OS)

3.  Networks (OSI Layers 2 & 3)

2.  Fiber/Cable Infrastructure (OSI Layer 1)

1.  Facilities Infrastructure (P, S, & C)

D
ata

S
ecurity

M
anagem

ent

Enterprise Architecture Framework Profile

JARM

AV-2

Spec

Service 
Specification

<<Comp>>

Enterprise
Reg-Rep

•Technical machine invocation

•Code module

Modular

Capabilities

Building Block

Framework

Specifications 

& Standards
Recipe for 

Building Blocks
Business & Mission 

Environment
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Accepted Profile Definition

• ISO defines a profile as: “A set of one or more base 

standards, and, where applicable, the definition of 

chosen classes, subsets, options and parameters of 

those base standards, necessary for accomplishing a 

particular function.”*

* ISO TR 10000

Reference 
Architecture

<<Comp>>

Service 
Specification

<<Comp>>

Service  
Package

<<Comp>>

Technical 
Artifact

<<Comp>>

Codified by 

Profiles

Reference Imp.

<<Comp>> Includes

Service Tier

<<Attribute>>

Provides 

link to

Service 
Description

<<Comp>>

Provides 

link to

10. Operational Objectives & Policies

9.  Threads and Scenarios

8.  Enterprise Activities and Operations

7. Applications and Content

6.  Frameworks and Content Structure

5.  Applications and Content Enabling Software

4.  Computing and Storage Platforms (HW & OS)

3.  Networks (OSI Layers 2 & 3)

2.  Fiber/Cable Infrastructure (OSI Layer 1)

1.  Facilities Infrastructure (P, S, & C)

D
ata

S
ecurity

M
anagem

ent

Enterprise Architecture Framework

IPV6

Profile
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Linking Standards to Enterprise Elements

ICSR/DISR

Reference 
Architecture

<<Comp>>

Service 
Specification

<<Comp>>

Service  
Package

<<Comp>>

Technical 
Artifact

<<Comp>>

Codified by 

Profiles

Reference 
Imp.

<<Comp>> Includes

Provides 

link to

Service 
Description

<<Comp>>

Provides 

link to

10. Operational Objectives & Policies

9.  Threads and Scenarios

8.  Enterprise Activities and Operations

7. Applications and Content

6.  Frameworks and Content Structure

5.  Applications and Content Enabling Software

4.  Computing and Storage Platforms (HW & OS)

3.  Networks (OSI Layers 2 & 3)

2.  Fiber/Cable Infrastructure (OSI Layer 1)

1.  Facilities Infrastructure (P, S, & C)

D
ata

S
ecurity

M
anagem

ent

Enterprise Architecture Framework

IPV6

•Basic Attributes

•Enterprise Entity

•Implementation Reference

•Guidance

•Compliance

Profile

Component 
(Element)

Profile

Component 
(Element)

•IEEE

•ISO

•ANSI

•Etc.
Technical Specifications

Element Profile

Profiles are used in a management 

platform to characterize an element, 

providing the „shell‟ to manage the 

elements‟ lifecycle
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Simple Profile Example

• Standalone unit operation

• Multiple unit with relay (add new capability)

• Minimal modifications to existing capability, while 

maintaining benefits of previous development

15

Risk

Development Time 

Rework

Time to Market

Mission Effectiveness

10. Operational Objectives & Policies
9.  Threads and Scenarios
8.  Enterprise Activities and Operations
7. Applications and Content
6.  Frameworks and Content Structure
5.  Applications and Content Enabling Software
4.  Computing and Storage Platforms (HW & OS)
3.  Networks (OSI Layers 2 & 3)
2.  Fiber/Cable Infrastructure (OSI Layer 1)
1.  Facilities Infrastructure (P, S, & C)

D
ata

S
ecurity

M
anagem

ent

Enterprise Architecture FrameworkProfile
JARM

AV-2Spec
Service 
Specific

ation

<<Comp>> •Technical machine invocation

•Code module

Modular

Capabilities

Building Block

Framework

Specifications 

& Standards
Recipe for 

Building Blocks
Business & Mission 

Environment

Standalone

Mission
Relay Mission
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Questions
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Backup Slides


