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| Purpose and Definition
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establishment of the CENTRIXS-ISAF network and
Afghanistan Mission Network to solve communication
problems in Afghanistan.

Definition of the Afghanistan Mission Network: The
Afghanistan Mission Network (AMN) is the primary C5ISR*
network in Afghanistan for all ISAF forces and operations
consisting of the ISAF-Secret network as the core with
national extensions (CENTRIXS-ISAF, UK OVERTASK,
etc.)

* C5ISR: Coalition Command Control Communications and Computer
Intelligence, Surveillance, and Reconnaissance
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4 The Operational Problem
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Coalition forces within Afghanistan cannot communicate
effectively and share theatre related operational
Commander 6s guidance, 1 nform
These communication gaps increase risks to life,
resources, and efficiency.

This was highlighted during the last troop surge in RC-
South
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Afghanistan Mission Network

Backﬂound of the Problem
m BN R

A CENTRIXS-GCTF (CX-G) is
the U.S. coalition network in
Afghanistan which is REL to
81 Troop Contributing
Nations (TCNSs)

A The NATO coalition network
is ISAF SECRET which is
REL to 44 (TCNSs)

A Significant impact on
operational effectiveness

A Sharing of selected data

through Cross Domain
Solutions
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o Problem: Two Different REL Coalition Networks
Vo 7 ¥ F 1 7 1 11711

A Issues with Cross Domain Solutions
A SPOF
A Guard requirements (administration, cost, locality)
A Clumsy and time consuming
A Do not fulfill multiple IERs
A Accreditation

A Networks must match REL Domains

A The U.S. needs to own their side of the network
A Accreditation and applications
A Component support

A Ability to expand network and NetOps it

A Most IERs are collaborative information sharing
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CENTRIXS-ISAF Past Actions
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NOV 08 i CENTCOM and NATO agree to Pursue CENTRIXS-ISAF COA

DEC 081 Corporate Board approves CENTRIXS-ISAF solution; NSRAG approval

JAN 091 GEN McKiernan requests support for CENTRIXS-ISAF; NSAB approval

FEB 097 GEN Petraeus endorses CENTRIXS-ISAF; 15t AMN FAS OPT

MAR 091 DSAWG approves solution; CENTRIXS-ISAF CONOPS completed

APR 097 CJTF HOA migrated to USAFRICOM

JUN 0917 CENTRIXS-ISAF and new GCTF stacks established in theater

JUL 091 DECC Pacific establishes CENTRIXS-ISAF; decommissions CENTRIXS MCFI

SEP 091 IOC CDS completed and CENTRIXS-ISAF separated from GCTF

OCT 097 CENTRIXS-ISAF connected to ISAF SECRET and created the start of the
Afghanistan Mission Network (AMN)

NOV 091 Start move of C2 Applications to the network

MAR 1071 2nd Stryker moved onto network prior to deployment; AR2B GOSC endorses

solution
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Higher Guidance
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The current loose federation of networks in Afghanistan is not aligned
to the operational chain of command and requires a fully integrated,
combined, joint Network Operations framework for C4ISR under one
responsible agent (GEN Petraeus, CDR CENTCOM)

All ISAF forces (~100,000 additional users) must move to a common
network to more effectively share information and resources across
Afghanistan (GEN McChrystal, COMISAF)

The core of the Afghanistan Mission Network must be capable of
sustaining information exchange needed of all eligible networks (Lt
Gen Parker, DCOM ISAF)

We must enhance network capability in Afghanistan to meet operational
demand (BG Donahue, CENTCOM J6)
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Afghanistan Mission Network

Solvir&the Problem
EEEEE

CENTCOM makes a REL ISAF network

A CENTCOM splits the CX-
GCTF network into two parts CDS:

creating a CENTRIXS-ISAF Email |
network (same membership VO*P Chat |
as ISAF SECRET)

A Network is directly
connected in Afghanistan [

A Allowed immediate sharing
of collaborative information
between NATO and U.S.
forces | ‘

. )

1 VOIP \ \_/

1 E-mail N

l Achieved: 23 OCT 09

U

U

U Friendly Force Tracks N o
U Global address list

U

1 Web browsing
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Afghanistan Mission Network

Inltlal O ratln Ca ablllt
Ma|or|tv of nations agree to conduct

operations conducted on an REL ISAF - ~ o
Afghanistan Mission Network P N
/ | S
AReach fATippéing Po/(nt o)
Majority of ISAF operations /
conducted on the REL
ISAF, AMN

A Migration of all major
Functional Ares Systems
to AMN

A Nations becoming
operationally aligned as
the ability to communicate
increases
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5 Full Implementation —————
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Afghanistan Mission Network

Full O erating-Ca ab|I|t¥
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Full Operating Capability

A AMN primary C5ISR network
for all ISAF forces

A AMN has replaced national
networks as the primary

network at all levels
ISAF

A All information systems are
fully operational on the AMN

Secret

A Integrated AMN Operations
Centers

LEGEND

Partial Implementation ™= "= === =

loFuII Implementation ——
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Afghanistan Mission Network

" A U.S. Perspective
Qo Lo Emmm—— B B B B EE EE

CENTRIXS is a Title X Network

A U.S. networks follow U.S.
STIGs and accreditation
processes CX-GCTF

A CDS go through DSAWG if (US)
they touch the SIPRNet

A CENTRIXS networks
administered like SIPR and¥
NIPR

AErimary operational network P
is CENTRIXS ISAF _ Networ

A Goal is to move FAS | (German
applications onto network "

U.S.

Administrative
Boundary
LEGEND
Cross Domain Guards ®"®®rmmmmmmm:
Fully Connected —————
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CENTRIXS-ISAF Architecture

Development Methodology
1§ F 1 1T 1 071101

Services
Joint Common
System Function
List (JCSFL)
Systems
Applications

12 UNCLASSIFIED



UNCLASSIFIED

4 Functional Area Systems (Applications)
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Battlespace Management
_ _ Joint ISR

Joint Fires

Joint ISR ASensor
AAssets

MEDEVAC AProcessing
AExploitation

C-IED

Freedom of Movement
Force Protection
Service Management

239 Required Applications
83 Essential Applications
44 Applications Remain to be Migrated
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Joint Mission Thread Definitions

7

A joint mission thread (JMT) is an operational and technical
description of the end to end set of activities and systems that

accomplish the execution of a joint mission. (CJCSI 6212.01E) 1
Recommended

By CJCSI 6212.01E definition, JIMT Synonyms = Scenario, Vignette,
Use Case, and Test Thread

However, in practice, multiple scenarios, vignettes, and use cases

are required to document the breadth of a Joint Mission Thread
for reusability

A complete, end-to-end JMT architecture is comprised of multiple
scenarios, vignettes, and use cases
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Joint Mission Thread Development

Should Be UJTL-Based
S E— I S R

UJTLs provide Operational Mission Area Context for Joint Mission Thread
development

UJTLs are recognized and credible joint
organizing, and equipping

Services and COCOMs map their task lists to UJTLs (Service Task Lists and
JMETLS). The UJTLs reference those Service Task Lists where those
linkages have been validated

UJTL is an authoritative source

UJTLs provide detailed, amplifying information (Task Description, Measures,
Additional Task Description, Joint Conditions, and Doctrine References)
that will inform and guide JMT development

UJTLs are also mapped to overarching Joint Capability Areas (JCASs), the
overarching binning mechanism for the DoD
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UJTL-Based Joint Mission Thread Guidelines

7
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A Joint Mission Threads (JMTs) should be primarily based on
Operational (OP) and Tactical (TA) level Universal Joint Tasks (UJTs)

A JIMTs contain operational nodes/roles that can be filled by more than
oneService, Agency, or <coalition part

A JMTs should be based on UJTs that are activity based (indicate
sequence or sequences of activity) and have supporting joint doctrine

A JMTs may be based on more than one UJT to provide proper context
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SRR Range Of Military Operations -
- Types of Military Operations _

Provide Global Strike Capabilities Space Many to Many Tailor Joint Forces for Deployment

Determine and Report Force Readiness : Humanitarian Assistance
Air Assault

Joint Interdiction

Antisubmarine Warfare

Manage National Strategic Firepower

Manage Personnel Recovery Destroy Enemy Bases

Coordinate Joint/Multinational

Training Events Develop Prototypes of Improved or New
Synchronize Strategic Attack Information Warfare Capabilities for the Warfighter

(Operational Templates,

Strategic National, Strategic Theater) Many to Many Theater Missile Defense
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The Authority for Afghanistan element of this Architecture is
derived from the ISAF Accreditation Board

NC3A is the single authoritative architecture
source of the Afghan Mission Network (AMN)

The architecture held by ISS is coherent with NC3A
and provides the UK input to the AMN

Mood & ARIS are the required tools for
development of this architecture with MooD the
presentational tool.

] SEITIED (et 1D = AMN OPT Process 01 AFG Laydown DTA - To be added SOR AV1s
Home Page

if Sem.or Defence Source Power corrugts PowerPoznt corrupts absoLuteLg

AV-1 Overview and Summary
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AMN ISR Service

Summary
Identifier
Service Type Service Category
Business Bus-BPI
Service Line

“*AMN CCIRM Service

Sub-Services
R AMN Imagery Service

Service Portfolio

Created: 10/2/2009 8:48:25 AM

Introduction

Service Description

References

€4 05 _01-JTTP-IRM_RT_IRM-U

&4 05 _01-JTTP-IRM_RT_IRM-U

&4 _05_02-JTTP-RFI-U

&4 _05_02-JTTP-RFI-U

&4 _05_04-JTTP-IRM_RT_Collection Planning-U
&4 _05_04-JTTP-IRM_RT_Collection Planning-U
©€ISR TTP (Draft)-U

&4 _05_01-IRM_RT_IRM-U

&4 _05_02_RFI-U

&4 _05_03-IRM_RT_ISTAR Support Requests-U
€4 _05_04-IRM_RT_Collection Planning-U

&4 _05_05-IRM_RT_Resource Tasking-U

Modified: 12/15/2009 4:34:36 PM
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Owner:

Applications, Infrastructures and networks to allow conduct of
the ISR processes.

Administrator
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AMN ISR Service

Service Supports ISAF Mission Threads

£304 Intel

Service Supports JCAs

£32.1.1 Intelligence, Surveillance and
Reconnaissance Planning and Direction

Service supports UJTLs

& OP 2.2.5 DELETED - Collect Target
Information

fElOP 2.3.5 Disseminate and Integrate
Operational Intelligence

f&lOP 2.3.5.1 Manage Intelligence
Dissemination Services

f&lOP 2.3.5.2 Integrate Intelligence Into Joint
Force Operations

_O__P 2.3.5.3 Disseminate Relevant Time-Se...

Service Supports Other Operational
Activities

t&] Advance Planning

&l Analyse ISR data

i Analyse lethal targeting with non lethal
targeting objectives

t&] Approve PIRs

fal Assess incident

ﬁ_ssess progress of ISAF's campaign

Highest Security Classification
Classification

Strap Value

Codewords Allowed Codeword
Red i

20

Overview

User Organisations
BCT
#BCT collection assets
BG
#BG collection assets
#CAOC
i Company
i#l Company collection assets
#HQ ISAF collection assets
HISAF HQ
Patrol
RC
US CENTCOM

Service Point of Contact (PoC)
£, CENTCOM J6 SP
Customer Manager Service Manager
£,CENTCOM J6 Br...
Architecture Design
EZNC3A AMN archi... | |£DES ISS Sols Co...

Service Portfolio Created: 10/2/2009 8:48:22 AM Modified: 12/31/2009 12:23:20 AM
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US JCSFL - Features

$14.1 Intelligence Data Processing
#14.1.17 Evaluate Collection Results
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Constraints
[AASTOR limited to 8 hrs in 24
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Owner: Administrator
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