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Command, Control and Interoperabilit

Mission

The Command, Control and Interoperability (CCI) Division creates and
deploys information resources to enable seamless and secure
interactions among homeland security stakeholders.

Vision
Stakeholders have comprehensive, real-time, and relevant information
to create and maintain a secure and safe Nation.
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CCI Division Organization

Managed by the S&T Directorate, CCl delivers on its mission through five
program areas.

CCI Division

Reconnalssance, Re for
Surveillance, and
Investigative
Technologies

Knowledge
Interoperability and Management
Compatibility Tools

Basic/Futures

Cyber Security Research
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Information Continuum

Basic/Futures
Research

Manag®
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Multi-Dimensional Challenge

A national strategy for improving interoperability must take into account all
of the factors critical for a successful interoperability solution.
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Virtual USA Core Principles

isti Highest Highest
Integrates existing frameworksto " °. - ighes

establish seamless information
exchange among participants, as
needed and as authorized.

State and Local Agency-

Builds on existing investments by S[PEEliTs
leveraging a system of systems

model to permit both new and

existing technologies and concepts Regional
to exchange information. Inter-Agency &

Inter-Disciplinary
Draws on practitioner input at
every step of the CCl project
lifecycle.

Employs a comprehensive Federal
approach by fostering dynamic

information sharing between all

practitioners, not specific, fixed

points.

Lowest Lowest
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Why Interoperability Fails

Most information is maintained at the local level
State and Federal agencies need access to this information

State and Federal abide by information sharing protocols that

feed only their needs

These protocols usually offer little or no value-added or

incentive to locals

Sovereign locals play and they rarely need to
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VoIP Specifications

wComputer networks are increasingly
being used to transmit voice
communications among radio
systems using a technology known \
as Voice over Internet Protocol
(VolP).

Bridging System
Interface

wTo connect radio systems,
emergency responders rely on
bridging devices.

wOIC is working with emergency responders, ITS, and NIST to define a

common connection for bridging devices that use VolP.
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ing Standards

w Data messaging standards enable
emergency responders to share critical
dataT such as a map, a situational
report, or an alertt seamlessly across
disparate software applications, devices,
and systems.

w OICis supporting the development and
implementation of the following data messaging
standards:

W Common Alerting Protocol Standard

w Distribution Element Standard

w Hospital Availability Exchange Standards
W Resource Messaging Standards

w Situational Reporting Standard
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Data Messa

uHospital Availability Exchange Standards (HAVE)
EDXL-HAVE standard enables responders to exchange
AYVF2NNXYIFGA2Y Fo2dzi | K2aLAGI
medical and health organizations and others.

wWResource Messaging Standards (RM)
EDXL-RM standard enables responders to exchange resource

data for operations, including emergency response personnel
and equipment. This information sharing standard will improve
emergency preparedness, response, and recovery efforts.
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Virtual USA
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Todayos Chal | e

= The need for real-time, actionable information is critical
during day-to-day and emergency response operations.

= Critical information is often trapped in silos and
inaccessible to those who need it the most.

= Components, systems, and architectures have limited
ability to provide robust information sharing without the
benefit of a national strategy and applicable standards.

= |Information does not make it into the hands of the
people who need it most.
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Virtual USA Strategic Initiative

= Supports tactical, strategic and planning decisions for homeland
security practitioners by enabling the exchange of information in
whatever form is needed, delivered to whatever device is available.

= Seeks to unify activities related to the gathering, analyzing,
managing, sharing and protecting of information.

= A way of organizing efforts at the National level.

= Advances application and platform agnostic technologies,
standards, governance models and other tools.
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Virtual USA

What it IS:

Driven by practitioners
Localizes data

Leverages existing
investments and resources

Integrates existing frameworks

Shares information as you
choose

Keeps your data and your
systems in your hands
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What it is NOT:

Federal government mandate
Addition of new software

Disposal of existing systems
and databases

Disbursement of data to other
states and the Federal
government



VIRTUAL USA
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Virtual USA

Activity Timeline

FeBruARrY

Virtual Alabama
Federal Introductory
Meeting

NovemBER
OcTtoBER

Virtual Alabama
Project Launched

Virtual Alabama attains over
1800 users and imagery for all
67 counties in the system

2006

Aucust
Virtual Alabama reaches
Initial operational capacity

2007

AuGust
VIPER Launched

OcroBER
TCIP conference

May Januvary 19
1st
Meeting with CCI
May
Technology
Demonstration

VIPER upgrades to ESRI Adobe FLEX 1.0
API. Several state and federal agencies
(FEMA, DHS, Secret Service, FBI) use
VIPER during the Inauguration

Jury

Virtual Alabama
demonstration for the
DelMarVa Emergency
Task Force

MarcH
VIPER: Intel
Analyst Widget

added |
Novemser 3 !
VIPER gets “brain power.” I MarcH 10, 24
SE ROPP:
A Operations WG
NovemBER 4:
VA FUSION Center
and the VEOC use March 11, 25
VIPER to support the SE ROPP:
limited augmentation Technical WG
for the historic
presidential election.
MarcH
Demonstration of the

Beta Visualization
Platform

FeBRUARY

SE ROPP Kick 0Off Meetin

ApriL 7, 21

SE ROPP: Operations WG I

ApriL 15, 30

SE ROPP: Technical WG I

APRIL
g

FEBRUARY
VIPER: Custom GP tasked

May
SE ROPP: Virtual User
Requirements Meeting

May 12
SE ROPP: Operations WG

May 13
SE ROPP: Technical WG
May

VIPER: The Flickr widget
is added.

May

VIPER: Secure VIPER is
being built. Users must be
vetted by DHS for CIKR
viewing permission.

VIPER: GP tasks are added to
allow users to place a point on
VIPER to view all traffic cams,
hospitals or schools, and live
feeds from traffic cameras.

June

Project Planning

SEPTEMBER

SE ROPP:

for October
Exercise

Juy

SE ROPP: Plenary
Session with States

OcTOBER

OcToBER
SE ROPP: Storm Front
Exercise

Planning Meeting

Launch NW ROPP

User

Requirements Gathering




Early Successes

= SE ROPP states went from two to eight platforms
= States learning from one another: Web EOC

= More than 100 deployments of Virtual Alabama and VIPER
code

= Alabama helps Greensburgh, Kansas
= Georgia used VIPER during recent floods

= Virginia conserves money and people
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The Importance of Pilots

= Pilots prove that new technologies and concepts really work before
introducing them as solutions.

= A single pilot demonstration rarely generates sufficient information to serve
as a national model.

= Every jurisdiction and geographic region has different needs and issues.

=/ /LQ&a 3F21f A& G2 O2yRdZOG LIAf20d8 Ay
places as possible. | r——

* Pilot demonstrations influence neighbors -
speeding the adoption of solutions across the
Nation.
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Virtual USA Lead Efforts

= Virtual City: A pilot demonstration as part of a national program
that integrates multiple data sources and makes them more
accessible for responders and other city officials.

= Virtual State: Builds on existing investments in Virtual Alabama with
advanced visualization, video streaming, and other technologies.

= Southeast Regional Operations Platform Pilot (SE ROPP): Expands
the Virtual Alabama and VIPER concept to a multi-state regional
level and integrates existing platforms, enhanced visualization
tools, and other data sets such as hurricane data to allow state
systems to interoperate and exchange data with each other
regardless of the particular platform or application in use.

= Pacific Northwest Pilot: Build on lessons learned from the Regional
Operations Platform Pilot to develop multi-jurisdictional
information sharing capabilities among states, urban areas (such as
Seattle), and the National Guard
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SE ROPP Phase | Demonstration

What It Was

= Proof of concept demonstration of states
responding to requests for information during an
incidentT then sharing that information across their
own existing platforms.

w Simulated incident led by the NIMS Support
Center in Kentucky

w States projecting their desktops via WebEx to
show what information sharing could look like
in the future

What It Was Not

= Technology demonstration of a final solution.

w{2YS a0l iSa O2dz R L&z
their system; some could not

(@

w Even the two most advanced states ¢ Alabama
and Virginia ¢ had technical issues around
sharing information
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SE ROPP Phase

= SE ROPP Phase Il will build upon the technical and operational lessons
learned from Phase | to address gaps that prohibited seamless
information sharing for the eight participating states (Alabama, Florida,
Georgia, Louisiana, Mississippi, Tennessee, Texas, and Virginia) and other
stakeholders.

= Qutcomes of SE ROPP Phase Il include:

w Develop and implement a second generation prototype for
information sharing

w Institutionalize vUSA among participating jurisdictions
w Operationalize vUSA among participating jurisdictions

= SE ROPP Phase Il kickoff meeting will be on January 20 ¢ 22 in Orlando, FL

w Participants include operators/emergency managers, GIS specialists,
homeland security advisors, ClOs, database administrators, and
incident command personnel

w Representatives from the PNW Pilot will also attend
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Sample Interoperability Funds Timeline

$in
millions

Time in Years
0 1 2 3 4 5-8
— _/
YT
State receives  Fyndsreachthe  Contractin Contract System
interoperability local level Place Implementation  Operational

o funding
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