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Command, Control and Interoperability

Vision 
Stakeholders have comprehensive, real-time, and relevant information 
to create and maintain a secure and safe Nation. 

Mission
The Command, Control and Interoperability (CCI) Division creates and 
deploys information resources to enable seamless and secure 
interactions among homeland security stakeholders.
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CCI Division Organization

Managed by the S&T Directorate, CCI delivers on its mission through five 
program areas. 



Information Continuum



Multi-Dimensional Challenge

A national strategy for improving interoperability must take into account all 
of the factors critical for a successful interoperability solution.



Virtual USA Core Principles

 Integrates existing frameworks to 
establish seamless information 
exchange among participants, as 
needed and as authorized.

 Builds on existing investments by 
leveraging a system of systems 
model to permit both new and 
existing technologies and concepts 
to exchange information.

 Draws on practitioner input at 
every step of the CCI project 
lifecycle.

 Employs a comprehensive 
approach by fostering dynamic 
information sharing between all 
practitioners, not specific, fixed 
points.
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Why Interoperability Fails

 Most information is maintained at the local level

 State and Federal agencies need access to this information

 State and Federal abide by information sharing protocols that 

feed only their needs

 These protocols usually offer little or no value-added or 

incentive to locals

 Sovereign locals play and they rarely need to



VoIP Specifications

ωComputer networks are increasingly 
being used to transmit voice 
communications among radio 
systems using a technology known 
as Voice over Internet  Protocol 
(VoIP). 

ωTo connect radio systems,  
emergency responders rely on 
bridging devices.

ωOIC is working with emergency responders, ITS, and NIST to define a    
common connection for bridging devices that use VoIP.



Data Messaging Standards

ω OIC is supporting the development and 
implementation of the following data messaging 
standards: 

ω Common Alerting Protocol Standard
ω Distribution Element Standard
ω Hospital Availability Exchange Standards
ω Resource Messaging Standards
ω Situational Reporting Standard

ωData messaging standards enable   
emergency responders to share critical 
dataτsuch as a map, a situational    
report, or an alertτseamlessly across 
disparate software applications, devices, 
and systems. 



Data Messaging Standards
ωHospital Availability Exchange Standards (HAVE)

EDXL-HAVE standard enables responders to exchange 
ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀ ƘƻǎǇƛǘŀƭΩǎ ŎŀǇŀŎƛǘȅ ŀƴŘ ōŜŘ ŀǾŀƛƭŀōƛƭƛǘȅ ǿƛǘƘ 
medical and health organizations and others. 

ωResource Messaging Standards (RM)
EDXL-RM standard enables responders to exchange resource 
data for operations, including emergency response personnel 
and equipment. This information sharing standard will improve 
emergency preparedness, response, and recovery efforts.



Virtual USA



Todayõs Challenges

 The need for real-time, actionable information is critical 
during day-to-day and emergency response operations.

 Critical information is often trapped in silos and 
inaccessible to those who need it the most.

 Components, systems, and architectures have limited 
ability to provide robust information sharing without the 
benefit of a national strategy and applicable standards.

 Information does not make it into the hands of the 
people who need it most.



Virtual USA Strategic Initiative

 Supports tactical, strategic and planning decisions for homeland 
security practitioners by enabling the exchange of information in 
whatever form is needed, delivered to whatever device is available.

 Seeks to unify activities related to the gathering, analyzing, 
managing, sharing and protecting of information. 

 A way of organizing efforts at the National level.

 Advances application and platform agnostic technologies, 
standards, governance models and other tools.



Virtual USA

What it IS:

 Driven by practitioners

 Localizes data

 Leverages existing 
investments and resources

 Integrates existing frameworks

 Shares information as you 
choose

 Keeps your data and your
systems in your hands

What it is NOT: 

 Federal government mandate

 Addition of new software

 Disposal of existing systems 
and databases

 Disbursement of data to other 
states and the Federal 
government







 SE ROPP states went from two to eight platforms

 States learning from one another: Web EOC

 More than 100 deployments of Virtual Alabama and VIPER 
code

 Alabama helps Greensburgh, Kansas

 Georgia used VIPER during recent floods

 Virginia conserves money and people   

Early Successes



 Pilots prove that new technologies and concepts really work before 
introducing them as solutions.

 A single pilot demonstration rarely generates sufficient information to serve 
as a national model.

 Every jurisdiction and geographic region has different needs and issues.

The Importance of Pilots

//LΩǎ Ǝƻŀƭ ƛǎ ǘƻ ŎƻƴŘǳŎǘ Ǉƛƭƻǘǎ ƛƴ ŀǎ Ƴŀƴȅ 
places as possible.

 Pilot demonstrations influence neighbors -
speeding the adoption of solutions across the 
Nation.



Virtual USA Lead Efforts

 Virtual City: A pilot demonstration as part of a national program 
that integrates multiple data sources and makes them more 
accessible for responders and other city officials.

 Virtual State: Builds on existing investments in Virtual Alabama with 
advanced visualization, video streaming, and other technologies.

 Southeast Regional Operations Platform Pilot (SE ROPP): Expands 
the Virtual Alabama and VIPER concept to a multi-state regional 
level and integrates existing platforms, enhanced visualization 
tools, and other data sets such as hurricane data to allow state 
systems to interoperate and exchange data with each other 
regardless of the particular platform or application in use.

 Pacific Northwest Pilot: Build on lessons learned from the Regional 
Operations Platform Pilot to develop multi-jurisdictional 
information sharing capabilities among states, urban areas (such as 
Seattle), and the National Guard



SE ROPP Phase I Demonstration

What It Was

 Proof of concept demonstration of states 
responding to requests for information during an 
incidentτthen sharing that information across their 
own existing platforms.

ω Simulated incident led by the NIMS Support 
Center in Kentucky

ω States projecting their desktops via WebEx to 
show what information sharing could look like 
in the future

What It Was Not

 Technology demonstration of a final solution.

ω {ƻƳŜ ǎǘŀǘŜǎ ŎƻǳƭŘ Ǉǳƭƭ ŀƴƻǘƘŜǊ ǎǘŀǘŜΩǎ Řŀǘŀ ƛƴǘƻ 
their system; some could not

ω Even the two most advanced states ςAlabama 
and Virginia ςhad technical issues around 
sharing information



SE ROPP Phase II
 SE ROPP Phase II will build upon the technical and operational lessons 

learned from Phase I to address gaps that prohibited seamless 
information sharing for the eight participating states (Alabama, Florida, 
Georgia, Louisiana, Mississippi, Tennessee, Texas, and Virginia) and other 
stakeholders.

 Outcomes of SE ROPP Phase II include:
ωDevelop and implement a second generation prototype for 

information sharing
ωInstitutionalize vUSA among participating jurisdictions
ωOperationalize vUSA among participating jurisdictions

 SE ROPP Phase II kickoff meeting will be on January 20 ς22 in Orlando, FL
ωParticipants include operators/emergency managers, GIS specialists, 

homeland security advisors, CIOs, database administrators, and 
incident command personnel

ωRepresentatives from the PNW Pilot will also attend
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